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Abstract

Cloud Service Providers, exemplified by industry leaders like Google Cloud Platform, Microsoft Azure, and Amazon Web
Services, deliver a dynamic array of cloud services in an ever-evolving landscape. This sector is witnessing substantial growth,
with enterprises such as Netflix and PayPal heavily relying on cloud infrastructure for various needs such as data storage,
computational resources, and various other services. The adoption of cloud solutions by businesses not only facilitates cost
reduction but also fosters flexibility and supports scalability. Despite the undeniable advantages, concerns surrounding security
and privacy persist in the realm of Cloud Computing. Given that Cloud services are accessible via the internet, there is a potential
vulnerability to unauthorized access by hackers or malicious entities from anywhere in the world. A crucial aspect of addressing
this challenge is the implementation of robust security measures, particularly focusing on data protection. To safeguard data in
the Cloud, a fundamental recommendation is the encryption of data prior to uploading. Encryption should be maintained
consistently, both during storage and in transit. While encryption enhances security, it introduces a potential challenge for data
owners who may need to perform various operations on their encrypted data, such as accessing, modifying, updating, deleting,
reading, searching, or sharing them with others. One viable solution to balance the need for data security and operational
functionality is the adoption of Searchable Encryption (SE). SE operates on encrypted data, allowing authorized users to perform
certain operations without compromising the security of sensitive information. The effectiveness of SE has notably advanced
since its inception, and ongoing research endeavors aim to further enhance its capabilities. This paper provides a comprehensive
review of the functionality of Searchable Encryption, with a primary focus on its applications in Cloud services during the period
spanning 2019 to 2023. Additionally, the study evaluates one of its prominent schemes, namely Fully Homomorphic Encryption
(FHE). The analysis indicates an overall positive trajectory in SE research, showcasing increased efficiency as multiple
functionalities are aggregated and rigorously tested.
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1. Introduction

Cloud computing encompasses a diverse range of re-sources  puting, security and identity features, virtual networks, machine
and services, including dedicated virtual machines, core com- learning platforms, cloud storage, and streaming analytics [1].
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Its reach extends to various sectors such as Location Based
Services (LBS), Internet of Things (IoTs), Electronic Health
(eHealth) research and organizations, blockchains, smart de-
vices, and beyond. Despite the multitude of benefits, the Cloud
is not without its challenges, particularly concerning the secu-
rity and privacy of the data it hosts.

Sensitive information, ranging from personal or customer
details to user locations, medical records, and trade secrets, is
transmitted to the Cloud by businesses like Netflix, Zoom,
and PayPal. The Cloud’s accessibility through the Internet
makes it susceptible to external threats, including hacking
attempts and potential insider threats seeking to exploit val-
uable trade secrets. Recognizing data as a precious resource
necessitates protective measures, and one such measure is
data encryption during storage and transit.

While encryption ensures data security, operations on en-
crypted data, such as searching for files or modifying records,
pose a challenge. Traditional solutions involve downloading
the entire encrypted database, decryption for operations,
re-encryption, and uploading back to the Cloud. However,
this approach is deemed impractical due to its
time-consuming nature, high computational costs, and sub-
stantial network usage.

A more recent and promising solution involves the im-
plementation of Searchable Encryption (SE), wherein data
remains encrypted even during operations [2]. Various SE
schemes, including Homomorphic Encryption (HE), enable
operations on encrypted data without exposing plaintext. HE
stands out by allowing additions or multiplications on
en-crypted numbers while stored in an untrusted server. De-
spite its potential, HE poses challenges such as heavy memory
and computation costs, particularly evident in the processing
of complex datasets.

Concerns about the efficiency of HE, especially in com-
parison to unencrypted data, have been raised, with some
citing significant slowdowns in processing speed, particularly

for intricate datasets like Magnetic Resonance Images (MRIs).

The limitations of HE in handling such complex data suggest
a need for alternative solutions. Nevertheless, the research
landscape on Homomorphic Encryption is expansive, with
over 51,000 related articles on Google Scholar, indicating
sustained interest and exploration in the field.

This paper delves into the functionality of Searchable En-
cryption, including its subset Homomorphic Encryption, for
the years 2019 to 2023.

1.1. Cloud and Security

The ubiquity of the Cloud as a massive infrastructure for
storing and retrieving data raises concerns about the privacy of
sensitive information [3]. Encryption schemes have been de-
veloped to address these concerns, as both organizations and
individuals increasingly rely on the Cloud to store valuable data.

For example, airports leverage Cloud Services to enhance
profitability by automating operations and integrating with

10T, sensors, GPS, surveillance cameras, and facial recogni-
tion. However, this dependence on the cloud makes the airline
industry susceptible to cyber-attacks [4]. Reports indicate that
a substantial portion (80%) of cloud users store sensitive data,
including employee and customer information, financial rec-
ords, and trade secrets [8]. Security threats such as phishing,
ransomware, data leakage, and theft underscore the potential
risks associated with cloud-based data storage.

In the healthcare sector, where data breaches can have se-
vere consequences, 55% of healthcare organizations have
experienced such incidents. The aftermath of a breach often
requires companies to protect consumers, with services like
IDX offering credit monitoring as a remedy. Research from
IDX highlights various causes of data breaches, including
stolen credentials, phishing, cloud misconfigurations, vul-
nerabilities in third-party software, and malicious insiders [5].

Despite the advantages of cloud usage, such as data avail-
ability, reduced business costs, and extensive storage space,
the inherent risks of unauthorized access, data breaches, and
insider threats persist [3].

1.2. Security Measures

To safeguard sensitive data, encryption is imperative.
Various encryption schemes, including secure search, private
information retrieval (PIR), and searchable encryption (SE),
are available [3]. Data protection encompasses three key areas:
data “in transit” during internet transmission, data “at rest”
stored in memory or storage, and data “in use” during opera-
tions such as creation, reading, updating, deletion, or search-
ing. All three states demand robust protection.

2. Searchable Encryption

Searchable encryption proves to be versatile by enabling op-
erations on encrypted data without the need for decryption to
plaintext. This capability is particularly advantageous for secur-
ing data in the Cloud during storage, transmission, and usage.

The inception of searchable encryption dates to 2000, with
Song et al. proposing a privacy-centric approach in which
untrusted servers only handle encrypted data, avoiding de-
cryption on the server side [2]. Although this approach sacri-
fices some functionality, it ensures that data remains en-
crypted even during searches, contributing significantly to
security and privacy. In this model, an attacker gaining access
to the server would encounter only ciphertext, reducing the
risk of unauthorized data exposure. The server remains
oblivious to the actual content of the stored data, maintaining
privacy during search operations. In searchable encryption
schemes, servers never receive plaintext or decryption keys
for any operation. To enforce this, data owners encrypt the
data before uploading it to the server.

Users have multiple strategies to enhance data protection,
such as using different keys in various locations for document
encryption. Stronger security measures involve periodic key
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changes, re-encryption of all documents, and ciphertext reor-
dering [2]. These methods aim to prevent an outsourced or un-
trusted server from deducing the meaning of encrypted words.

Typically, the process of searchable encryption involves
five key steps [6]:

1) Extract dataset features, such as keywords, from docu-

ments, often using TF-IDF for feature extraction.

2) Build a secure index with these keywords.

3) Encrypt the dataset.

4) Generate a search trapdoor, an encrypted query.

5) Search the index and retrieve the results.

Ongoing research explores advanced search methods, in-
cluding multi-keyword searches like the Multi-Keyword
Rank Searchable Encryption (MRSE) scheme based on Ho-
momorphic Encryption, utilizing the Paillier cryptosystem
with the Threshold Decryption (PCTD) algorithm [7], an
indexed-based search scheme.

2.1. Searchable Symmetric Encryption (SSE)

Searchable Symmetric Encryption (SSE) exemplifies a
symmetrical type of Searchable Encryption (SE) scheme. It
employs a symmetric key for data encryption, allowing au-
thorized users to search encrypted data using specific key-
words or search terms. Upon conducting a search, the results
are returned in encrypted form [8]. The authorized user uti-
lizes their key to decrypt and access the information.

2.2. Public Key Searchable Encryption (PKSE)

Public Key Searchable Encryption (PKSE) represents another
prevalent type of searchable encryption scheme, operating
asymmetrically. In this approach, both the data and keywords are
encrypted using the public key. The encrypted keywords are then
sent to the server, which utilizes its private key to search the
encrypted data and return the results. The outcomes are subse-
quently delivered to the user in encrypted form [8].

2.3. Attribute-Based Encryption (ABE)

Attribute-Based Encryption (ABE) employs fuzzy identifica-
tion to implement fine-grained data access control, addressing
scenarios where data owners cannot directly enforce access
controls on outsourced data. ABE allows fine-grained access
control, enabling specific individuals to access designated en-
crypted files. Additionally, ABE supports encrypted data
searches using searchable encryption algorithms, facilitates file
updating, and accommodates attribute revocations [8].

2.4. Order-Preserving Encryption (OPE)

Order-Preserving Encryption (OPE) is a searchable en-
cryption scheme that enables comparisons over encrypted
data. It maintains the order of ciphertexts in the same se-
quence as that of their plaintext counterparts. Consequently, if
plaintext 1 is greater than plaintext 2, then Encrypted
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(plaintext 1) is greater than Encrypted (plaintext 2). OPE
facilitates operations like comparisons, ordering, ranking, and
range queries over encrypted data [9].

2.5. Homomorphic Encryption (HE)

Homomorphic Encryption (HE) is an encryption scheme
that permits operations on encrypted data without the need for
decryption [10]. Fully Homomorphic Encryption (FHE), a
relatively recent variant, allows unlimited mathematical op-
erations, primarily addition and multiplication, on encrypted
data. FHE ensures the encryption, analysis, and processing of
ciphertext without exposing it in decrypted form. The tech-
nique leverages bootstrapping, a process involving decryption
and re-encryption after each operation, to control the growth
of “noise” in the encryption scheme [10, 11].

1) Types of Homomorphic Encryption: Homomorphic
En-cryption comprises various types, each offering distinct
levels of functionality:

Partially Homomorphic Encryption (PHE): PHE, dating
back to 1978, is widely used and allows specific mathematical
operations on encrypted data, such as addition or multiplica-
tion. However, it is limited to one type of operation and is
considered less secure compared to other schemes [12].

Somewhat Homomorphic Encryption (SHE): Introduced in
1978, SHE can perform both addition and multiplication
operations. However, the number of homomorphic operations
is limited, and additional operations introduce more noise,
affecting accuracy [10].

Fully Homomorphic Encryption (FHE): Proposed by Dr.
Craig Gentry in 2009, FHE allows an unlimited number of addi-
tions and multiplications on encrypted ciphertext. It employs
bootstrapping to control the growth of noise, enabling operations
without exposing decrypted data. Although powerful, FHE in-
volves high computational costs and large ciphertexts [10, 11].

Research has extended the concept of Homomorphic
En-cryption, leading to various modifications and combinations.
For example, dynamic multi-word search schemes leverage
Fully Homomorphic Encryption for improved efficiency [13].

2) FHE Open-Source Libraries: FHE is supported by sev-
eral open-source libraries, each offering unique features and
capabilities. Notable libraries include HElib, Microsoft SEAL,
OpenFHE, PALISADE, HEAAN, FHEW, TFHE, FV-NFLIib,
NuFHE, REDCuUFHE, Lattigo, TFHE-rs, and more [14].

It is important for users to exercise caution and ensure a
thorough understanding of the schemes before implementa-
tion, considering that some platforms may still be emerging or
proprietary [12, 15].

3) Advantages of Homomorphic Encryption: Homomor-
phic Encryption offers several advantages, making it a
promising solution for various applications:

Privacy Preservation in Cloud Services: Homomorphic
Encryption enables secure data sharing in the cloud without
compromising sensitive information.

Quantum Resistance: The encryption scheme is currently
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impenetrable by quantum computers, providing an additional
layer of security.

Secure Data Sharing: Businesses can securely share sensi-
tive information on cloud storage services.

Regulatory Compliance: Homomorphic Encryption aligns
with regulatory requirements, particularly in sectors like fi-nance
and healthcare, where privacy is mandated by law [12].

4) Disadvantages of Homomorphic Encryption: Despite its
advantages, Homomorphic Encryption comes with challenges
and disadvantages:

Key Management: Securely managing decryption keys for au-
thorized users in a widely accessible database can be com-plex.

Inflexibility: Encryption at various levels (record, attribute,
or field) can introduce inflexibility, making record searches
on encrypted data complex.

Computational Costs: Fully Homomorphic Encryption is
known for its high computational costs, significantly slower than
plaintext operations, especially for complex datasets [16, 17].

5) Understanding Homomaorphic Encryption: Homomorphic
encryption encompasses various complex schemes within the
Searchable Encryption family. Notably, Paillier Homomorphic
Encryption serves as a partial homomorphic encryption (PHE)
scheme, while Pyfhel represents a Fully Homomorphic Encryp-
tion (FHE) scheme. FHE, being the latest in the SE family, is
characterized by its intensive computing requirements, but re-
search endeavors to enhance its viability.

Paillier HE stands out as a widely used asymmetric ho-
mo-morphic encryption system, which was pioneered by Pascal
Paillier in 1999. It allows the addition of two ciphertexts or scalar
multiplication without revealing the plaintext numbers. The
scheme’s operations, demonstrated on Wikipedia, provide
transparency without relying on homomorphic encryption li-
braries, although math libraries are necessary [18].

Pyfhel HE, an open-source encryption library introduced
by Ibarrondo et al., presents a Python implementation; alt-
hough, FHE schemes are predominantly written in C++. It
serves as a valuable tool for learning FHE, based on a Python
wrapper for the C++ Microsoft SEAL Backend, implementing
the BFV algorithm for integers and CKKS for operations
using real numbers [19, 20]. Microsoft SEAL, an open-source
homomorphic encryption library, facilitates mathematical
computations on encrypted data [21]. Both Pyfhel and Mi-
crosoft SEAL enable unlimited addition and multiplication
operations on encrypted data, controlling and observing noise
to ensure accurate results upon decryption [22].

3. Schemes and Tools for Improved
Searching Functionality

Advancements in Searchable Encryption (SE) have led to
improvements in search functionality. From initial approaches
that focused on single keyword searches, research has ex-
panded to enhance efficiency and functionality across various
aspects of SE:

3.1. Single Keyword Searches

Symmetrical Searchable Encryption, as proposed by Song
et al., initially focused on single keyword searches. This ap-
proach efficiently searches documents by traversing the entire
document for a specific word. Pairing this with specific
schemes, such as Partial Homomorphic Encryption using the
Paillier Cryptosystem, has demonstrated effectiveness [4].

3.2. Multiple Keyword Searches G. Searching
Graphs

The evolution from single-keyword searches to mul-
ti-keyword searches has been accompanied by efforts to re-
duce computational overhead, increase efficiency, and en-
hance security. Research in this area includes the combination
of multi-keyword searches with fuzzy and semantic searches,
ranked searchable Attribute-Based Encryption (FEMRSABE),
and access control in a cloud environment maintaining en-
crypted data (MRSF) [6, 23, 24].

Advancements also include multi-keyword ranked searches,
returning the most relevant documents and allowing the server
to infer keywords if users provide incorrect ones [25].

3.3. Ranges and Spatial Queries

Research has extended to include ranges and spatial queries,
introducing applications such as geographical contexts for
location-based services and the Internet of Things (10T). This
involves geometric range queries over encrypted data, en-
hancing the versatility of SE [3, 26, 27].

3.4. Fuzzy Keyword Searching

The recognition that most schemes support exact keyword
searches has prompted exploration into fuzzy keyword
searching to handle misspellings. Ongoing research aims to
improve the efficiency of fuzzy searches and integrate them
with other functionalities [28].

3.5. Ranked Searches and TF-IDF

The prominence of ranked searches, which return the most
relevant documents based on keywords, has increased. Tech-
niques like Term Frequency-Inverse Document Frequency
(TF-1DF) are integrated into SE, enhancing the precision of
search results [29].

3.6. Indexes

Indexes, as search structures, are explored to improve
search performance. Index searches utilize an index structure
for searching rather than conducting a sequential scan search.
In a simple index structure, the data owner sends encrypted
data and a keyword index to the cloud service provider. When
a document is needed, a search token with a keyword is sent to
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the cloud provider, which uses it to locate and retrieve the
document [30]. Another approach involves building a “Secure
Index” by extracting keywords from plaintext files, encrypt-
ing the plaintext with symmetric encryption, transforming
keywords into trapdoors, and matching an authorized user’s
trapdoor to the Secure Index for search results [23].

A different type of index search is tree searches. They provide
a range of searches and can be tailored to numerical data sets and
incorporated into FHE schemes [23]. Tree-based searching
methods offer efficiency and are used in combination with other
functionalities, such as fuzzy and semantic searches.

Graphs and trees share similarities but also have differences.

Graphs may or may not have leaf nodes, and they can flow in
one or both directions, while trees flow in one direction and
have leaf nodes. Researchers have explored hierarchical graph
structures and graph searching, improving efficiency and
combining graph searching with other functionalities, such as
correcting misspellings in road networks or applying graphs
in Industrial Internet of Things (110T) scenarios [31, 32].

3.7. Verifiable Searching

Verifiable SE schemes aim to ensure the legitimacy of
search results, preventing potential alterations or deletions.
Verification, while incurring high overhead, is crucial for
maintaining data integrity, especially when dealing with
un-trusted cloud servers [33]. Comprehensive verifiable
schemes allow all parties involved to monitor the legitimacy
of others [30]. Despite the overhead, research continues to
improve the efficiency of verifiable searches.

Verifiable searching is often combined with other search-
able functionalities, and some schemes may lack compre-
hensive verification, necessitating demonstrations of cor-
rectness and integrity [34]. Integration of verification with
other functionalities ensures a more robust and secure search
environment.

3.8. Image Searching

Images, which encompass personal photos and medical
diagnostics, demand safeguarding. This extends to high-value
images to prevent copyright infringement, as individuals seek
control over their use [35]. Despite encryption, certain image
retrieval techniques suffer from sub-optimal search accuracy
[36-38]. The predominant focus in image searching research
revolves around enhancing efficiency, speed, and accuracy.

3.9. Multiple Users

Not all platforms cater to single users; some necessitate
multiple users accessing encrypted data. In fields like medi-
cine, collaboration, data sharing, and collective intelligence
are crucial for research [39]. This functionality is vital as
multiple users rely on cloud storage solutions in semi-trusted
server scenarios to protect personal data [40].
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3.10. Bloom Filters

Bloom Filters play a crucial role in Searchable Encryp-
tion (SE). Unlike traditional search methods such as linear
or binary searches, Bloom Filters offer a space-efficient
probabilistic data structure for evaluating the membership
of the set [41]. SE schemes incorporating Bloom Filters,
termed Bloom Filter-based Searchable Encryption, exhibit
high efficiency compared to schemes lacking Bloom Filters
[42].

4. Other Functionalities

Several additional functionalities in encrypted data use
have seen improvement without exhaustive enumeration. This
encompasses semantics (words with similar meanings) [23],
multiple data owners collaborating with multiple users [43],
deduplication of data [44], comparison of multi-dimensional
data between users without revealing the data [9], querying
encrypted datasets with heterogeneous data sources [45], and
clustering encrypted unstructured big data [46].

5. Conclusion

The increasing reliance on cloud services underscores the
need for data protection, leading to the adoption of Searchable
Encryption (SE). SE safeguards data through encryption,
allowing operations on the data without exposing plaintext to
untrusted servers. Research into SE is ongoing, spanning
various branches and complex processes. As the exploration
of SE functionalities evolves, researchers are addressing
multiple aspects simultaneously, combining keywords, trees,
indexes, and more.

Current research in SE goes beyond singular functions, in-
corporating a multitude of functionalities for diverse applica-
tions. FHE, as the latest advancement in SE, demands thorough
understanding and evaluation. The paper provides insight into
Paillier’s HE and Pyfhel, demonstrating the complexity and
accessibility of homomorphic encryption schemes.

In conclusion, progress in searching encrypted data is evi-
dent. Recent research improvements focus on combining
multiple functionalities to make SE applicable to diverse
scenarios. It is imperative to continue exploring encryption,
considering societal justifications for data privacy. Despite
claims questioning the viability of Fully Homomorphic En-
cryption, an objective evaluation reveals its potential benefits,
especially when balancing the need for encrypted data with
computational efficiency.

Abbreviations

ABE: Attribute Based Encryption
FHE: Fully Homomorphic Encryption
HE: Homomorphic Encryption
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10T: Internet of Things

OPE: Order Preserving Encryption

PKSE: Public Key Searchable Encryption

SSE: Searchable Symmetric Encryption

TF-IDF: Term Frequency-Inverse Document Frequency
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